Creare VPN tra due firewall Zyxel USG FLEX 100H a grandi linee....
1)

2)

3) IPSec VPN

ZY >XEL usc FLEX 100H

METWORKS

=arch O | =«
&2 Licensing ~
&2 MNetwork r
= WPN -~
IPSec VPN
S5L WP
4) Premere su Add
-+ Add q

[ Status = Name * Outgoing Interface *

5) Inserire il nome che vogliamo dare alla VPN "Esempio Prova VPN"

@ VPM * = IPSec VPN ¥ = lite fo jite VPMN -

1 Sscenario 27  Network 3 Authentication

MName [ Prowva WP l

01t must begin with a letter and cannot exceed &

IKE Wersion ® [KEv] O IKEv2
® Wizard

Config Type
O Custom
® None

Behind NAT O Local Site

O Remote Site



6) Premere su NEXT
7) Inserire l'indirizzo pubblico del Firewall remoto da collegare

@ VPN ¥ = IPlec VPN ¥ > Site fo Site VPN ¥
Scenario —— 2 Network 3  Authentication 4 Policy & Routing
My Address ® Interface gel (WAN) -

QO Domain Name / IP

Peer Gateway Address Domain Name / IP 10.10.10.10
Ione IPSec_VPN s 0
Local Site Remote Site
10.10.10.10
8) Premere NEXT
9) Scrivere la password di protezione collegamento
@ VPN v = PSec VPN ¥ > Site fo Site VPN ¥
Scenarioc — Network ————— 3 Authentication 4 Policy & Routing
Authentication ® Pre-Shared Key sersrnsene o
O Certificate default

10) Inserire classe di rete locale"Esempio 192.168.1.x con sn 255.255.255.0" 192.168.1.0/24

11) Inserire classe di rete remota"Esempio 192.168.0.x con sn 255.255.255.0" 192.168.2.0/24

@ VPN v = IPSec VPN ~ > Site fo Site VPN =

Scenario ———— Network ————— Authentication

4 Policy & Routing 5 summary
Type O Route-Based ® Policy-Based
Local Subnet 192.168.1.0/24
Remote Subnet 192.168.2.0/24
Local Site m Remote Site:
192.168.1.0/24 192.168.2.0/24

10.10.10.10



12) Premere su FINISH

13) Ricordarsi di selezionare e attivare la VPN

+ Add & Edit [J Remove & Inactive &) Connect %) Disconnect e Q, -
B Status * Name * Outgoing Interface * Remote Gateway + Type + Local * Remote *
~ custom
[m} v VPN gel 79.57.182.111 Palicy-based 192.168.1.0/24 192.168.30.0/24
~ wizard
10.10.10.10 Policy-based 192.168.1.0/24 192.168.2.0/24

L] ProvaVPN gel



